SENIOR CYBER SECURITY ENGINEER

Company

BRED IT (Thailand) Ltd.is a wholly owned subsidiary of the French bank BRED Banque Populaire based out of Paris.

BRED IT was established in 2008 to become an IT hub and deliver IT operations and support for BRED Group
Commercial Banks in South East Asia and Pacific Ocean areas.

Today, it supports Banque Franco Lao in Laos, BRED Bank Cambodia, BRED Bank Vanuatu, BRED Bank Solomon Islands,
BRED Bank Fiji and Banque pour le commerce et I'industrie — Mer Rouge (BCIMR) in Djibouti (Africa).

BRED IT provides end to end Infrastructure and Applications management around Core Banking, Internet Banking and
E-Payments.

BRED IT has also operated an offshore development center (specialized in Cobol & Java) for Paris headquarters since
2011.

We are a unique company, thanks to our identity and our history: We place our expertise at the service of BRED Group
and develop our activities with an entrepreneurial structure. By putting BRED group best interests first, it allows us to
deliver tailor-made solutions with high value-added.

Main Responsibilities:

e Security

o Monitor / prevent / detect / investigate cyber threats proactively, identify areas of concern and
develop action plans to address them

o Cyber security support and awareness to the IT teams

o Vulnerability management

o Follow up of the remediation

o Manage operational issues with security from logging the issue at the respective supplier to
implementation of the required fixes

o Collaborate closely with the business expert and IT teams to guarantee that the solution is in line with
security policies

o Conduct scans of assets to find vulnerabilities

o Evaluate security solutions using industry standard analysis criteria

o Follow up on new technologies

o Write documentation and KPI definition: Processes, procedures, playbooks

e Project Delivery
o Beinvolved in conceptualization of new projects, acting as a gatekeeper for the integrity of the digital

architecture and its connection to the site infrastructure
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o Organize and evaluate Penetration Testing activities to ensure security of the digital platforms
o Participate in technical testing activities

o Participate in compliance related topics (PCI DSS, I1SO 27001, Internal Audit)

Requirements:

e 5years’ experience in security (Banking is a plus)

e Sensitive to operational risk and confidentiality

e Sensitive to MCOS (maintenance in operational and security condition)

e Good knowledge of market security solutions

e Hands-on and able to dig into technical issues

e Strong drive for solutions and sense of urgency

e Able to assess the criticality and impact of risks and issues in the above domains, and formulate concrete
recommendations

e Ability to work autonomously and take decisions within the boundaries of his/her role

e Ability to explain complex technical issues in a way that non-technical people may understand

e Knowledge of IT governance and operations

e Fast learner, Self-driven, highly motivated, have can do attitude, able to work with minimum supervision.

e Problem-solving attitude

e Reactivity, proactivity & discipline

e Strong Team spirit

e Fluent in English

e Good communication skills

Technologies Knowledge:

e Scanning the systems for vulnerabilities in software and hardware (Qualys)

e Knowledge in security, understanding PKI, TLS 2.0, symmetric keys, asymmetric keys, basic attacks on
websites, the links of those attacks to specific weakpoints and the countermeasures to be put in place.

Optional Skills Required

e Understanding and knowledge of Microsoft Technologies.
e Virtual technologies: VMWare ESXi, vCenter

e Linux Operating Systems

Education

¢ Minimum Bachelor’s Degree in Computer Science/Engineering or equivalent experience.
e Minimum 5 years’ experience in similar position
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Language skillsS

e English Language Skills (be able to work with BRED SA and BRED international Banks).

Conditions

e Position type : Full time

e Place of work : Bangkok, Silom district

e Salary : Negotiable

e Office environment working conditionsS

Interested candidates, please send application to employment@francothaicc.com
Only shortlisted candidates will be notified.
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