Information Security Officer

Company

BRED IT (Thailand) Ltd.is a wholly owned subsidiary of the French bank BRED Banque Populaire based out of Paris.

BRED IT was established in 2008 to become an IT hub and deliver IT operations and support for BRED Group
Commercial Banks in South East Asia and Pacific Ocean areas.

Today, it supports Banque Franco Lao in Laos, BRED Bank Cambodia, BRED Bank Vanuatu, BRED Bank Solomon
Islands, BRED Bank Fiji and Banque pour le commerce et I'industrie — Mer Rouge (BCIMR) in Djibouti (Africa).

BRED IT provides end to end Infrastructure and Applications management around Core Banking, Internet Banking
and E-Payments.

BRED IT has also operated an offshore development center (specialized in Cobol & Java) for Paris headquarters since
2011.

We are a unique company, thanks to our identity and our history: We place our expertise at the service of BRED
Group and develop our activities with an entrepreneurial structure. By putting BRED group best interests first, it
allows us to deliver tailor-made solutions with high value-added.

Mission:

For BRED IT (Thailand), BRED France and BRED Banks within APAC zone (Laos, Cambodia, Fiji, Vanuatu, Solomon
Islands):
o Member of second line of defense team, which reviews the actions of the first line of defense (operational IT
team) and analyzes the impact of those actions to determine their effectiveness in mitigating cyber risks
e Ensure the operational application of the Group's Information Security Policy (ISP) within its scope and to
report any discrepancies identified in the entities,
e (Coordinate BRED IT's security work between the various IT teams
e Update annually the operational entity's security risk analysis in relation to the IT teams
e Carry out security reviews on projects and monitor customer audits,
e Report security incidents to management and then monitor action plans,
e Perform the necessary monthly reporting to the CISO,
e participate in the permanent control work of ISS

Experience:
e Afirst experience (2/3 years) as a cyber security analyst is required.
Personal Competencies:

o The candidate must be trained in IT Security

e He/she will have a first experience as a cyber expert. Field experience as cyber governance auditor (or
similar field) is mandatory.

e Deep knowledge of at least one field of cybersecurity (governance of cybersecurity, network security, secure
coding, endpoint security, configuration hardening, AD security...) and good knowledge of the others.
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e Strong analytical skills and excellent synthesis skills: He/she is able to cross-check multiple sources of
information on technical matters to produce synthesis for non-specialists.

Soft skills:

e C(Client-facing ability

e Ability to interact with non-specialists on a daily basis

e Communication skills and ability to present his/her work to potentially large audiences
e Curiosity and willingness to keep track with technical evolutions

Education:

e  Minimum Bachelor’s degree BSc. Computer Science. (mandatory)
e Minimum 2 years’ experience in IT fields

Language skills:

e Good command in English.
e Frenchisa plus.

Conditions

e Position type : Full time

e Place of work : Bangkok, Silom district
e Salary : Negotiable

e  Office environment working conditions

Interested candidates, please send application to employment@francothaicc.com
Only shortlisted candidates will be notified.
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